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i The Stalking Resource Centeris a progratmeof
Training NationalCenter for Victims of Crime. The missidineof]
Technical StalkingResource Center is to enhance the ability
IS En professional®rganizations, and systemeftectively
respondo stalking. The Stalking Reso@eater
envisiona future in which the criminal jussigstem
S andits many allied community partners efifectively
bzgy:“z‘s"’e collaborateand respond to stalkingnprove victim

) safety and welbeing, and holdffenders
Manuals/Guides

accountable.

TheStalking Resource Center provides trajning
technicaassistance, and resource matefals
professionaleorking with and responding stalking
victims and offenders.
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Videos
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Overview
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A Defining stalking

A Intersection of stalking with domestic violence
Lethality risk

A Intersection of stalking and sexual assault

A Use of technology stalk

- Defining Stalking

Stalking

||
A pattern of behavior directed at

a specific person that would cause
a reasonable person to feel fear.

Context is critical!




Va. Code Ann§ 18.2-60.3.
Stalking penalty

A. Any person, except a laenforcement officer, as
defined in§ 9.1-101, and acting in the performance of
his official duties, and a registered private investigator]
as defined ir8 9.1-138, who is regulated in accordancg
with §9.1-139 and acting in the course of his legitimat
business, who on more than one occasion engages in
conduct directed at another person with the intent to
place, or when he knows or reasonably should know t
the conduct places that other person in reasonable fe
of death, criminal sexual assault, or bodily injury to th
other person or to that other person's family or house
member is guilty of a Class 1 misdemeanor.

Prevalence of Stalking

How many people are stalked in one year:
In the United States?
In Alaska?
In your community?

A Who is at the greatest risk of being a
stalking victim?

>

Stalking Dynamics

-

18 824 year orI]dS Women are more
g U likely to experience
highest rates of stalkin

stalking g

The majority of
Most orfrf]ea?gers e victims know the
offender

- The National Intimate Partner and Sexual Violence Survey (NISVS): 2010 Summary Rep¢

Victim Offender Relationship
||

Current/former
intimate partner

Aquaintance 40.0%

= Female
Male

Stranger

Family membel

Person of authorit,

0% 10% 20% 30% 40% 50% 60% 70%

- The National Intimate Partner and Sexual Violence Survey (NISVS): 2010 Summgg1Ry

- Stalking & Domestic Violence

Stalking and Domestic Violence
||

A 81% of stalking victims who were stalked by an
intimate partner reported that they had also been
physically assaulted by that partner.

- National Violence Against Women Survey (1]

A 3/4 of women who experienced stalkinglated
behaviors experienced other forms of victimization
(sexual, physical, or both)

- Stalking
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Point in Intimate Relationship when
- Stalking of Women Occurs

Before =
21%

After Before &

relationship Afte(-)r =
ends = 43% 36%

- National Violence Against Women Survey (1998)

Intimate Partner Stalkers: Increased

Risk for Victims
||

More likely to physically approach victim

pl

More insulting, interfering and threatening

>

More likely to use weapons

>

A Behaviors more likely to escalate quickly

>

More likely to reoffend

The RECON Typology of Stalking, Mohandie et al (2006)

A Short courtship
More than 50% of the couples had moved in together
under six months
A Substance abuse in combination with relationship
jealousy
A Offender decline
Job loss
Hygiene
Appearance
Increased substance use

- Adams, Davidwhy Do They Kulgoo Z)

Stalking Violence Previous Abuse as Indicator
|| ||
A When is the greatest risk of stalking violence & Previous abuse indicates higher lethality risk
A issued direct threats of violence . L .
iwas iealous of the Dot A Previous abuse arrest indicates higher
Aw j u Vi i T
during the relationship lethality risk
A user of illegal drugs Lack of previous arrestdoes not indicate
4 Where there is evidence of the presence of all of reduced risk!
these factors, the risk of stalking violence is
heightened.
-Womenés Experience of Violence During S
- Adams, David. Why Do They Kill?, 2007
Potential Lethality Indicators Lethality
|| ||

A 76% of femicidecases:

at least one episode of stalking within 12 months
prior to the murder

A 85% of attemptediemicidecases:

at least one episode of stalking within 12 months
prior to the attempted murder

Stalking and Intimate Partner Femicide, McFarlane et al. (1999)




Lethality

=
i 67% of thefemicidevictims:

had been physically abused by their intimate
partner in the 12 months before the murder.

i 89% of thefemicidevictims who had been
physically abused:

had also been stalked in the 12 months before the
murder.

Stalking and Intimate Partner Femicide, McFarlane et al. (1999)

More Dangerous Times
||

Separation

Protective order served/criminal arrest

Multiple incidents in a short period of tithe
increase in quantity of contacts as well as
escalation in behaviors

Of fender s | oss of |0

A

More Dangerou®ffenders

Actual pursuit

Possession and/or
fascination with
weapons

Vandalism, arson

History of substance A
abuse A
History of mental iliness
(narcissistic personality
disorderé youhurtme

bad, you will fix it) Tendency towards
History of violence, esp. emotional outbursts an
towards victim rage
Threats of

History of violating PO
murder/murdessuicide

Timeline
||

i Look for escalation of threats

11/6/13 11/8/13 11/12/13  11/15/13 11/20/13 11/25/13

Showed up at Parked across
work street all night Tires slashed
Threatening

call Dead roses

Text
messages

Tires slashed

Parked across
street all night

Threatening
call

Texts




Stalking Risk
Identification

Checklist

- Lorraine Sheridan
Karl Roberts (UK)

_ See webinar at
victimsofcrime.orgtc

- Stalking and Sexual Assault

Prevalence

Sexual Assault

A 1.3 million women
were raped in 1 year
inU.S.

Stalking

A 5.2 million women
stalkedin 1 year in U.S
1.4 million men stalked
in 1 year
A 1in 6 womenandlin
19 menstalked in their
lifetime

A Nearlylin 5 women
and1in 71 men
raped intheir lifetime

- The National Intimate Partner and Sexual Violence Survey (NISVS): 2010 Summary Repx

Stalking and Sexual Assault

|

2% of stalking victims EIRZX RV eInEIESEE]

were raped/sexually Loy EET Enigle

assaulted by their were also sexually

stalker assaulted by that
partner

- Stalking Victimization in the United St&as [ig National Violence Against Women Syrvey|
(2009) Tjaden& Thoenned 998)

The Undetected Rapist

1,882 men interviewed a§g

volunteer participants

Sample question:

Have you ever had sexual intercourse with an
adult when they didn't want to because you usg
physical force (twisting their arm; holding them
down, etc.) if they didn't cooperate?

Lisak David. Repeat Rape and Multiple Offending Among Undetected Riistse and Victims, Vol. 17, No. 1, 2002

Of the 1,882 men

A 120 (6.4%) met criteria for rape or attempted
rape
76 reported committing multiple rapes

A 120 committed a total of 483 rapes, but tfié
repeatrapists committedt39 of them (average of
5.8 each).

A 70 of the 120 admitted to other acts of
interpersonal violence, including battery,
physical/sexual abuse of kids, and sexual
assault short of rape/attempted rape.




PostAssault Contact

Threaten the victim/survivor

Discover what the victim/survivor is thinking

Try and frame the incident for the
victim/survivor

Maintain social contact

Think Broadly

>

Inperson contact

Third person contact
Phone

Texting

Email

IM/Chat

A Social Networking Sites
Contact with victim
Postings to

> P

>

own or

A

ot

Course of Conduct

Sexual
Assault
[ I I
AApproach/Engagement Post-assault
Acalling/texting/emailing contacts
AShowing up at class/residence/work
Alnformation gathering
- friends

- social networking sites

Il What do you think?

Is there a connection between
stalking and sexual assault?

What benefit is there to making a
connection between stalking and
sexual assault?

Making the
Connection

ezt Increased
Experiences Increased Yy
Opportunities
for
Intervention

Use of Technology to Stalk
||

A Phone$ calls, SMS, MMS

A Fax machines

A Cameras

A Global Positioning Systems (GPS)

A Location based services
& Computers

A Spyware

A Email & IM

A Social networking sites
A Assistivéechnologies




listening device
Access to victim
Hidden device
GPS tracking

Then $6 per manth 1o locate 4 phones. Cancel any time from the web
Buring the tnal period. No obirgation

your won in on & school 1, o someans los! Dl phae,
SHL will show you the phanes GIPS posdion on an iteractve map

Portocm locates. vot Satety Checks and send unbimied loxt messages
o within SFL—cely §5 per month. Peace of mand for your entire
tamty

Morw Questions? 1

Use of Technology to Stalk Technology isNotthe Enemy
| |
o & Criminals explothe technologto create an
ol 76% advantage forthemselves
oo A Most of the technologies used by stalkers hay
N 39% iti i
;g; 0% wremale legitimate and legal functions
20% 13% 120 Male & We must keep up with the criminals and work
1gf to enact progressive, inclusive stalking
Unwanted phone Unwanted emails oWatched, followed, |egiS|ati0n
calls messages or tracked with
listening or other
device
- The National Intimate Partner and Sexual Violence Survey (NISVS): 2010 Summ@@il
Cell Phones Tracking viaCell Phones
| |
A Calls, texts, photos, video Sprint
A Cell phone settings can be manipulated to act as Keep Your Family Safe
with Sprint Family Locator

» Simple, easy, no dounlosd sign up
= Locate from your mobde o compuser

» No data plan needed 1o Jocate a phone
» Locate any Sprnt or Nextel phane model

- FREE 16 day triall

s

Locate Anyone For Free

Location Based Services

Search for Find My Friends
i Locate

A Find kids, find friends
A Track spouse

GPS Phone Tracker

Trackster™ GPS locator

Followhllee GPS Tracker

GPS Tracking Lite

Family Tracker

Geotagging

@ + @ = .




Geotagging

@ From Web e IZERR
[
feors, lmage URL [ Visw image At U
Basic Image Information
Camera: | Apple Phone 4
Lens 3.9 mm
Exposwe: | Auto exposure, Program AE, /60 sec, £2.8, 150 100
Flash | Off. Did notfire
Date August 26,2011 10:1702AM (ssezone st & )
(1 year, ) months, § days, 19 hours, 44 manutes, 13 seconds ago, assuming image timezone of $ | |8
hours behind GMT) -
Latiudelongitude:  37°2' e, 1229125 8" West
Location (370 3833)
d10 )
Map via emibedded coordmates at G OpenStreathlap, Bing
(slz0 see the Google Maps pane below
Tenezonie gaess from eanthiosls org
File 2,592 % 1,936 JPEG (5.0 megapixels)
2761123 bytes (26 megabytes) _Image compression: £2%
Color WARNING: Color space tagged as sRGB, without an embedded color profle.
Encodng | |Windows and il S fraak 6
Images for the web are most widly viewable when in the SRGB color space and with & 2 1 Main JPG image displayed here at 23¢)
an embedded color peofile. See my Isiroduction to Digeta-lmage Color Spaces for
‘more information
N — |

Gives caller ability to change number shown on caller
change sound of voice and to record calls.

Going to Great Lengths to Hide
Your Identity on the Phone?

N eococee®

Exif Data Cell Phone Spyware
|| ||
A Disable Exif (camera, location, apps) dat 4 Listen to calls
Sear ch 0 hogeotaggmgoda s ab o .
[phone make/ model]6 A View contact lists
www.icanstalku.com i Read text messages e ——
A Verify social network sites pohme; 4 Activate speaker
A Remove EXIF data before uploading phog
to online site A Locate e e e
- SIS JJL.TTH FHDDRIE
g g oo
J
Call Spoofing Major Spoof Providers
|| ||

>

spoofcard.com
telespoof.com
phonegangster.com
spooftel.com

itellas.con(tellasoffers a security log search
for law enforcement available online)

> >

>

Most offer free sample calls




Text Message Spoofing
|
Send text messages anonymously
FakeMyText.com
TextMeNow.net

TextForFree.net

Cellphonesd Documentation
=
Document communications
A Audio: on phone and separately
A Text:

On phone

Digital image of phone face

A Most cell companies no longer maintain the content of
text messages

A Victims can get detailed copies of their own
phone bills

Spoofingd Documentation & Evidenc
||

A Match call logs
Offenderd outgoing call to spoof | 'meimsmn(es &

company - m:zs;:s Number
A Look for different accesaimbers .
Victimd incoming call from
ofriendéd/ of ami |l
ASuspectds fina
ASuspectds phon
A Courtorder to spoofing
companies

Selact Location

Portland, Oregon
Palm Beach, Florida r

Minneapolis, Minnesota

Cellphones) Victim Safety
||
A Regularly ask victims about their cell phone use

Discuss spyware potential
Discuss account privacy
A If offender has ever had access to phone:

A Consider completely wiping phone & restoring to factory
settings (discuss potential safety risks of this pction

A Considekeeping phone but not using it for anything that
could reveal location of victim but also using a different,
safer phone (n@ontract phones, donated phones

Global Positioning Systems
(GPS) & Locating Devices




possible to determine actual sender

-
hidemyoss.com

$2\ REVENGEMAIL.COM

prees thine G GPS Documentation & Evidence
A : s f—
il | Sy Lo b's l.located evi ce on the victin
H¥iew on MapQuest Dty St 3
e A \ e 2. Tie suspetn the device
Eview H’lstnry Inside Speaker
Inside Seat Pocket Under Front Dash
Lght cover Lot
Xj Inside
Grill
(avold
heat)
R &
Under Vehicle
with Magnet
Inside Rear or Front Plastic Bumper
Email
||
" . . . il
- Email & Social Networking Site How do stalkers use email
A Send email
OFaked6 email s
A Michelle M. Garcia <michellemgarcia@gmail.com>
A Michelle M. Garcia <michellemmgarcia@gmail.com>
A Monitor email
A Intercepemail
A Impersonate victim and send messages to
others
EmailAnonymizers Emaild Documentation
|| ||
A Abusers can send anonymous emails through A Save emails
websites Electronic and hard copies with expanded headers
AMar ket ed as if no trac

w web113110.mail.gql.yahoo.com
ep201212:13:42 PDT

X-Mailer:-YahooMailRC157.1&ahooMailWebServid@.7.347.2
Date: Thu27Sep201212:13:420700 (PDT)

From: Creepy Stalker <creepy_stalkerguy@yahoo.com>
Subject: do you thinkam kidding?

To: stalking.victim@yahoo.com

A Do not have victims forward emails to law
enforcement

10



Social Networking Sites

|
A SNS can bring people together in various way

A How stalkers can exploit SNS:
Gather information on the victim
A Location
A Plans
Communicate
APost on victimbés page
APost about the victim on t
Create fakesites

SNS- Documentation

||
A Capture and save screensh&m¢Scrn

ASome sites offer a o0do
service in account settings
: .

o General General Account Settings

Working with Victims- Social Media|
||

A Regularly ask victims about their social media
usage & online presence

Location based social networking sites

Discuss riskshalance of freedom & safety

Als telling a victim to get off Facebook (or other SNS) our,
best option?

A Have victims capture screenshots of pages

& What is on friends/family pages?

- Cameras
r

©

A —

Laptop & Web Cams

Built-in
Camera
of the
Laptop

How can they be disguised?

11



How Cameras are Used

4 Keep track of victim¥learning their routine, monitoring
behaviors, etc.

A Watch victim without being se@be omnipresent

AObtain information

have

they

A Manipulate victim; blackmail

i Scareandharaésd0 | 6 m watching a
are doingé

What to Know

||
A Surveillance equipment is inexpensive; starting ur]
$100

A Plenty of information available on how to operate
systems

A Remote access

Camera Documentation & Evideng

A Look for common objects in which cameras may be
hidden (look for pinholes)

A Wireless camera detection:

Devices that may tell you if such signals are being
transmitted

A Wired cameras can be difficult to detect
A Searching for a reflection from the camera lens

- Accessing Information

Spyware

) SpectorSoft

ALLUS ANYTE: 1.888.998.2788 O 1.772.770.8670

=

J

all us anytime 24/7: 1,888,508.2788 -or- 1.772.770.5670

SPECTOR PRO ™

See Everything They Do on the Computer & Internet

Snapshots  Web Sites Visited

= Chat/IM Activity

o Keystrokes Typed

# Facebook/Soclal Networks o Program Activity

e g

Spyware Documentation & Evidence
||

A Regularly ask victims about their computer
technology use

Has computer been performing strangely? Has
battery been depleting faster than usual?

Has had acces

& Commercial spyware detectors (McAfee, Nort
Symantec) may or may not find spyware

& Forensic analysis

of fender

12



Spywared Victim Safety

A Educatevictims about remote access/spyware

possibilities
AEncourage victims t
Not connected to the Internet
Shared computers at the library or elsewhere
ASpyware oO0cl eanersod
ARemoval of spyware
behavior

o

d
m

Keystroke Logging Hardware
||

¢ Can be keyboard ports, special keyboards, or mouse
¢ No software to install or configure - just plug it in
¢ Need physical access to install & remove

What Information is
Out There?

People Search. Honestly Free! Search by Name. Find People in the USA. Free Peaple Finder.

ZABASEARCH spgkeo

Free Peopke Search and Public Information Search Engine

pipl

The most comprehensive people search on the web The Trusted Information Source

ol
-"II'ITELII.IS

Live in the know.~

- eeetoner

People Search | Email Lookup | Sacial Network Search | Property Records

Other Sources of Information

A Court and government sites
Tax records
Court records
\oter registration
A Informational and organizational
Organizational websites
Professional, campus, community gr
& Chain store discount cards

13



For Victim Service Providers
=
A For removal of online information

Safe Shepherd
Awww.safeshepherd.com/advocates
Reputation.com

A Survivors & Technology: An Interactive
Safety Planning Tool

www.nnedv.org

Resources for Law Enforcemer

Mobile Phone Seizure Guide App (for iPhone]

Regional Information Sharing Systems
WWW.riss.net

Justic&echnology Information Network
www.justnet.org

& Electronic Crime Technology Center of Excel

www.ectcoe.net

>

>

>

National Institute of Justice

||

A Digital Evidence in the Courtroom: A Guide for Law
Enforcement androsecutor§anuary2007.

A Electronic Crime Scene Investigation: A Guide for Fi
Respondergpril 2008.

A Electroni€rime Scene Investigation: AnrtbaScene
Reference for First RespondBisyember 2009.

A Investigations Involving the Internet and Computer
Networks, January 2007.

A ForensiExamination of Digital Evidence: A Guide for
Law Enforcemempril 2004.

Available at http://victimsofcrime.org/src/resources/fepractitionerstcjs

Use of Technology to Stalk

www.victimsofcrime.org/src

A In person training

A Webinars

PSR 4 Individual & organizationassistance
PCSEEQl i Fact sheets, brochures, manuals, guideq
A Policy/protocotievelopment & consultatig
A Videos

A Onlineresources

A Stalking Awareness Month materials

Training

Resources

www.victimsofcrime.org/src
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